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I. Real Party in Interest 
The assignee of the present application is Hewlett-Packard Development Company, 

L.P. 
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II. Related Appeals and Interferences 
None. There are no related appeals or interferences known to the Appellants. 
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HI. Status of Claims 

Claims 1-34 are pending. Claims 1-34 are rejected. This Appeal involves Claims 1- 

34. 
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IV. Status of Amendments 
All proposed amendments have been entered. An amendment subsequent to the Final 
Office Action mailed April 14, 2008, has not been filed . 
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V. Summary of Claimed Subject Matter 
Independent Claims 1,12 and 24 of the instant application pertain to embodiments 
associated with generating and transcoding transcodable encrypted content that comprises 
independently processable components. 

As recited in Claim 1, "[a] method for generating transcodable encrypted content that 
comprises independently processable components" is described. This embodiment is depicted 
at least in FIG. 1 and FIG. 4. "FIG. 4 is a flowchart 400 of the steps performed in a method 
for generating transcodable encrypted content (e.g., 104 of FIG. 1) according to one 
embodiment of the present invention" (page 15, lines 20-22). "At step 401, transcodable 
content (e.g., 101 of FIG. 1) that includes independently processable components is accessed" 
(page 15, lines 29-30). "At step 403, at least one of the independently processable 
components (e.g., lOla-lOlf of FIG. 1) that constitute the transcodable content (e.g., 101 of 
FIG. 1) is encrypted to provide transcodable encrypted content (e.g., 104 of FIG. 1) that has 
independently processable components (e.g., lOla-lOlf in FIG. 1) which are independently 
decryptable. The encryption is performed using an encryption scheme that utilizes non- 
repeating identifiers that uniquely correspond to the independently processable components 
(e.g., lOla-lOlf of FIG. 1). The transcodable encrypted content (e.g., 104 of FIG. 1) that is 
provided is transcodable without requiring knowledge of the encryption scheme that is used" 
(page 16, lines 6-15). 

As recited in Claim 12, "[a] method for transcoding transcodable encrypted content 
that comprises independently processable components" is described. This embodiment is 
depicted at least in FIG. 1 and FIG. 5. "FIG. 5 is a flowchart of the steps performed in a 
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method for transcoding transcodable encrypted content (e.g., 104 of FIG. 1) according to one 
embodiment of the present invention" (page 17, lines 13-14). "At step 501, transcodable 
encrypted content (e.g., 104 of FIG. 1) that has been encrypted using non-repeating identifiers 
is accessed. The non-repeating identifiers uniquely correspond to independently processable 
components (e.g., lOla-lOlf of FIG. 1) (of which the transcodable content is constituted) such 
that the independently processable components (e.g., lOla-lOlf of FIG. 1) are independently 
decryptable" (page 17, lines 23-28). "At step 503, the transcodable encrypted content (e.g., 
104 of FIG. 1) is transcoded without requiring knowledge of the encryption scheme used to 
encrypt at least one of its independently processable components (e.g., lOla-lOlf of FIG. 1)" 
(page 18, lines 6-9). 

As recited in Claim 24, "[a] transcodable encrypted content generator for generating 
transcodable encrypted content that comprises independently processable components" is 
described. This embodiment is depicted at least in FIG. 1, FIG. 2 and FIG. 3. "Accessor 201 
accesses transcodable content that includes independently processable components (e.g., 
lOla-lOlf in FIG. 1) from a source of transcodable content (e.g., server, storage etc.)" (page 
10, lines 5-7). "Encryptor 202 accesses transcodable content 101 supplied by accessor 201 
and encrypts at least one of the independently processable components lOla-lOlf that 
constitute transcodable content 101. According to one embodiment, this manner of encryption 
provides transcodable encrypted content 104 that is comprised of independently processable 
components which are also independently decryptable" (page 10, lines 13-18). "Referring to 
FIG. 3, non-repeating identifier engine 203 produces non-repeating identifiers that uniquely 
correspond to the independently processable components lOla-lOlf that constitute the 
transcodable content" (page 12, lines 16-18). "Output 211 outputs transcodable encrypted 
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content 104 that can be supplied to downstream sources (e.g., transcoder, client, etc.). 
According to one embodiment, the transcodable encrypted content 104 which is output by 
output 211 can be transcoded by downstream sources without requiring knowledge of the 
encryption scheme that is used by encryptor 202" (page 11, lines 26-30). 
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VI. Grounds of Rejection to Be Reviewed on Appeal 
1. Claims 1-34 are rejected under 35 U.S.C. § 103(a) as being unpatentable over 
6,963,972 by Chang et al., hereinafter referred to as "Chang," in view of "Recommendation 
for Block Cipher Modes of Operation - Methods and Techniques" by Dworkin, hereinafter 
referred to as "Dworkin." 
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VII. Argument 

1. Whether Claims 1-34 are unpatentable under 35 U.S.C. § 103(a) by Chang in view of 
Dworkin. 

According to the Final Office Action mailed April 14, 2008, Claims 1-34 are rejected 
under 35 U.S.C. § 103(a) as being unpatentable over Chang in view of Dworkin. Appellants 
have reviewed Chang and Dworkin and respectfully submit that the claimed embodiments are 
patentable over the combination of Chang and Dworkin, for at least the following rationale. 

Independent Claim 1 recites, in part, "accessing transcodable content that comprises 
independently processable components to be encrypted; and encrypting at least one of said 
independently processable components " (emphasis added). Independent Claims 12 and 24 
recite similar embodiments. Claims 2-11, 13-23 and 25-34 depend on Claim 1, 12 or 24 and 
also include these embodiments. 

"As reiterated by the Supreme Court in KSR, the framework for the objective analysis 
for determining obviousness under 35 U.S.C. 103 is stated in Graham v. John Deere Co., 383 
U.S. 1, 148 USPQ 459 (1966). Obviousness is a question of law based on underlying factual 
inquiries" including "[ascertaining the differences between the claimed invention and the 
prior art" (MPEP 2141(11)). "In determining the differences between the prior art and the 
claims, the question under 35 U.S.C. 103 is not whether the differences themselves would 
have been obvious, but whether the claimed invention as a whole would have been obvious" 
(emphasis in original; MPEP 2141.02(1)). Appellants note that "[t]he prior art reference (or 
references when combined) need not teach or suggest all the claim limitations, however, 
Office personnel must explain why the difference(s) between the prior art and the claimed 
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invention would have been obvious to one of ordinary skill in the art " (emphasis added; 
MPEP 2141(111)). 

Furthermore, Appellants submit that "[a] prior art reference must be considered in its 
entirety, i.e., as a whole , including portions that would lead away from the claimed invention" 
(emphasis in original; MPEP 2141.03(IV)). 

Appellants respectfully submit that Chang does not teach, describe or suggest 
"accessing transcodable content that comprises independently processable components to be 
encrypted; and encrypting at least one of said independently processable components " 
(emphasis added) as claimed, as asserted in the Office Action mailed April 14, 2008. In 
contrast, Appellants understand Chang to disclose that the processing of component is 
dependent on the associated metadata. In particular, Appellants understand Chang to disclose 
that the metadata is used to process a component, thereby introducing dependencies into the 
processing of the components. 

Appellants understand Chang to describe a method and apparatus for networked 
information dissemination through secure transcoding whereby metadata information is added 
to data components, the combined metadata information and data components are encrypted, 
and additional metadata is added to the encrypted metadata and data components (col. 9, lines 
24-26, and col. 10, lines 24-27). In particular, Chang discloses that the "[c]lear-text metadata 
preferably provides a semantic understanding of the absolute or relative importance/priority of 
the components with respect to each other , thereby facilitating the transcoding process" 
(emphasis added; Abstract). In other words, Appellants understand Chang to disclose that the 
processing of a component is dependent on the associated metadata, and therefore the 
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components are not "independently processable components" as claimed. Furthermore, 
Appellants understand that the components of Chang are not transcodable without the 
associated metadata. Therefore, Appellants respectfully submit that the transcoding of a 
component relies on its associated metadata. 

Chang recites that "[e]ach of these components is also preferably annotated with a 
metadata header, including but not limited to component identification fields and information 
regarding the relative importance/priority of the particular component " (emphasis added; col. 
4, lines 1-5). Specifically, "[t]he transcoding proxy receives the multiple messages 
corresponding to each component and inspects the metadata header of each message to 
determine which encrypted components should be selectively filtered " (emphasis added; col. 
4, lines 12-15). As such, Appellants understand that the transcoding of each component is 
dependent on the metadata for that component. 

With reference to Figure 10, Chang discloses a transcoding process that determines 
which components to filter utilizing the metadata. Chang recites "[u]sing the information 
provided in the extracted metadata header, the transcoding proxy selectively manipulates 
1003 the received components, such as by determining which encrypted components or 
component portions of the received message(s) to filter " (emphasis added; col. 10, lines 58- 
62). "The metadata headers, or other suitable equivalent annotating data, accompanying each 
message preferably furnish the transcoding proxy with sufficient semantic understanding of 
the components to make an informed determination concerning which components to filter 
and which components to send to the client device " (emphasis added; col. 11, lines 28-33). In 
particular, Appellants understand Chang to disclose that the processing of one component is 
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dependent on its associated metadata, and therefore the components are not "independently 
processable components" as claimed. 



Therefore, Appellants respectfully submit that Chang does not teach, describe or 
suggest "accessing transcodable content that comprises independently processable 
components to be encrypted; and encrypting at least one of said independently processable 
components " (emphasis added) as claimed. Moreover, by disclosing that components are 
processed by inspecting the metadata headers, Appellants respectfully submit that Chang 
teaches away from "accessing transcodable content that comprises independently processable 
components to be encrypted; and encrypting at least one of said independently processable 
components " (emphasis added) as claimed. In other words, by disclosing that the processing 
of one component is dependent on its associated metadata, Appellants respectfully submit that 
Chang teaches away from the claimed embodiments of "independently processable 
components." 

Appellants note the Response to Arguments of the Final Office Action mailed April 
14, 2008, asserts that the "[t]he Chang reference cites at col. 3, lines 65-67 and col. 4, lines 1- 
11, that the source data is subdivided into multiple data components. These components 
themselves are processed independently from each other . Whether or not they are annotated 
with metadata headers or later assembled into messages with comprise clear-text data is 
irrelevant as to how they are processed in relation to each other. The components themselves 
are encrypted and decrypted independently" (emphasis added; Final Office Action mailed 
April 14, 2008; page 2, last paragraph). Appellants respectfully disagree. 
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Appellants respectfully maintain that the components of Chang are not transcodable 
without the associated metadata. Chang recites that "[c]lear-text metadata preferably provides 
a semantic understanding of the absolute or relative importance/priority of the components 
with respect to each other, thereby facilitating the transcoding process" (Abstract). By 
disclosing that metadata includes information describing the relative relationship of 
components for transcoding, Appellants respectfully submit that Chang discloses that the 
components are not independently processable. 

Moreover, Appellants understand the statement in Final Office Action that "[t]he 
components themselves are encrypted and decrypted independently" as supporting the 
assertion that the component of Chang are independently processable. Appellants respectfully 
submit that the claimed embodiments recite "accessing transcodable content that comprises 
independently processable components to be encrypted " (emphasis added). In particular, 
Appellants submit that the claimed "independently processable components" are 
independently processable without encryption. Therefore, Appellants submit that the asserted 
independent encryption or decryption of Chang does not teach, describe or suggest 
"independently processable components" as claimed. 

Furthermore, Appellants respectfully submit that Dworkin does not overcome the 
shortcomings of Chang. Appellants understand Dworkin to describe "confidentiality modes 
of operation for use with an underlying symmetric key block cipher algorithm" (page v, 
Abstract). In particular, Appellants respectfully submit that Dworkin does not teach, describe 
or suggest "accessing transcodable content that comprises independently processable 
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components to be encrypted; and encrypting at least one of said independently processable 
components " (emphasis added) as claimed. 



In view of the combination of Chang in view of Dworkin not satisfying the 
requirements of a prima facie case of obviousness, Appellants respectfully submit that 
independent Claims 1, 12 and 24 overcome the rejection under 35 U.S.C. § 103(a), and that 
these claims are thus in a condition for allowance. Appellants respectfully submit the 
combination of Chang in view of Dworkin also does not teach or suggest the additional 
claimed features of the present invention as recited in Claims 2-11 that depend from 
independent Claim 1, Claims 13-23 that depend from independent Claim 12, and Claims 25- 
34 that depend from independent Claim 24. Therefore, Appellants respectfully submit that 
Claims 2-11, 13-23 and 25-34 also overcome the rejection under 35 U.S.C. § 103(a), and are 
in a condition for allowance as being dependent on an allowable base claim. 
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Conclusion 

Appellants believe that pending Claims 1-34 are patentable over the cited art. As 
such, Appellants respectfully request that the rejections of Claims 1-34 be reversed. 



The Appellants wish to encourage the Examiner or a member of the Board of Patent 
Appeals to telephone the Appellants' undersigned representative if it is felt that a telephone 
conference could expedite prosecution. 



Respectfully submitted, 
Wagner Blecher LLP 



Dated: December L 2008 /John P. Wagner, Jr./ 

John P. Wagner, Jr. 
Registration No. 35,398 
123 Westridge Drive 
Watsonville, CA 95076 

Phone: (408) 377-0500 
Facsimile: (831) 722-2350 
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VIII . Appendix - Clean Copy of Claims on Appeal 

1 . A method for generating transcodable encrypted content that comprises 
independently processable components, said method comprising: 

accessing transcodable content that comprises independently processable components 
to be encrypted; and 

encrypting at least one of said independently processable components to provide 
independently processable components which are independently decryptable, said encrypting 
performed using an encryption scheme that utilizes non-repeating identifiers that uniquely 
correspond to said independently processable components, wherein said transcodable 
encrypted content is transcodable without requiring knowledge of said encryption scheme. 

2. The method as recited in Claim 1 wherein said independently processable 
components comprise components that are independently decodable and independently 
authenticatable. 

3. The method as recited in Claim 1 wherein said encryption scheme comprises 
applying block ciphers in stream cipher mode. 

4. The method as recited in Claim 1 wherein said encryption scheme comprises 
counter (CTR) mode stream cipher encryption. 

5. The method as recited in Claim 1 wherein said encryption scheme comprises 
encrypting a counter to generate a keystream which is logically combined with plaintext to 
generate ciphertext. 
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6. The method as recited in Claim 1 wherein said encryption scheme utilizes non- 
repeating identifiers which are non-repeating counter values. 

7. The method as recited in Claim 1 wherein said encryption scheme comprises 
performing several encryptions in parallel. 

8. The method as recited in Claim 1 wherein differentiating metadata that 
corresponds to said independently processable components is used as an input to said 
encryption. 

9. The method as recited in Claim 1 wherein said transcodable encrypted content 
has information associated with it to direct transcoding. 

10. The method as recited in Claim 1 said transcodable encrypted content 
comprises respective components that have respective encryption keys, wherein said 
respective encryption keys are related to a root encryption key. 

1 1 . The method as recited in Claim 1 wherein said encryption scheme is selected 
from the group consisting of a block cipher used in output feedback (OFB) mode, RC4, 
SEAL, and WAKE. 

12. A method for transcoding transcodable encrypted content that comprises 
independently processable components comprising: 
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accessing transcodable encrypted content that has been encrypted using non-repeating 
identifiers that uniquely correspond to said independently processable components such that 
said independently processable components are independently decryptable, and 

transcoding said transcodable encrypted content without requiring knowledge of the 
encryption scheme used to encrypt said independently processable components. 

13. The method as recited in Claim 12 wherein said independently processable 
components comprise components that are independently decodable and independently 
authenticatable. 

14. The method as recited in Claim 12 wherein said encryption scheme comprises 
applying block ciphers in stream cipher mode. 

15. The method as recited in Claim 12 wherein said encryption scheme comprises 
counter (CTR) mode stream cipher encryption. 

16. The method as recited in Claim 12 wherein said encryption scheme comprises 
encrypting a counter to generate a keystream which is logically combined with plaintext to 
generate ciphertext. 

17. The method as recited in Claim 12 wherein said encryption scheme utilizes 
non-repeating identifiers which are non-repeating counter values. 
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18. The method as recited in Claim 12 wherein said encryption scheme comprises 
performing several encryptions in parallel. 

19. The method as recited in Claim 12 wherein differentiating metadata that 
corresponds to said independently processable components is used as an input to said 
encryption. 

20. The method as recited in Claim 12 wherein said transcoding produces 
transcodable encrypted content that is smaller in size than the transcodable encrypted content 
that is accessed. 

21 . The method as recited in Claim 12 wherein said transcodable encrypted 
content has information associated with it to direct transcoding. 

22. The method as recited in Claim 12 said transcodable encrypted content 
comprises respective components that have respective encryption keys, wherein said 
respective encryption keys are related to a root encryption key. 

23. The method as recited in Claim 12 wherein said encryption scheme is selected 
from the group consisting of a block cipher used in output feedback (OFB) mode, RC4, 
SEAL, and WAKE. 



200401716-1 

Serial No.: 10/810,025 



19 



Group Art Unit: 2136 



24. A transcodable encrypted content generator for generating transcodable 
encrypted content that comprises independently processable components, said transcodable 
encrypted content generator comprising: 

an accessor for accessing transcodable encrypted content that comprises independently 
processable components to be encrypted; and 

an encryptor coupled to said accessor for encrypting at least one of said independently 
processable components to provide independently processable components which are 
independently decryptable, said encryptor further comprising: 

a non-repeating identifier engine that produces non-repeating identifiers that 

uniquely correspond to said independently processable components; and 

an output coupled to said encryptor, said output outputting transcodable encrypted 
content which is transcodable without requiring knowledge of an encryption scheme used by 
said encryptor to encrypt said at least one of said independently processable components. 

25. The transcodable encrypted content generator of Claim 24 wherein said 
accessor is configured to access independently processable components that are independently 
decodable and independently authenticatable. 

26. The transcodable encrypted content generator of Claim 24 wherein said 
encryptor comprises: 

a block- stream cipher engine that applies block ciphers in stream cipher mode. 

27. The transcodable encrypted content generator of Claim 24 wherein said 
encryptor comprises: 
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a counter (CTR) mode stream cipher encryptor. 



28. The transcodable encrypted content generator of Claim 24 wherein said 
encryptor further comprises: 

a keystream engine which encrypts a counter to generate a keystream; and 
a combiner coupled to said keystream engine, said combiner configured to logically 
combine said keystream with plaintext to generate ciphertext. 

29. The transcodable encrypted content generator of Claim 24 wherein said non- 
repeating identifier engine is configured to produce non-repeating identifiers which are non- 
repeating counter values. 

30. The transcodable encrypted content generator of Claim 24 wherein said 
encryptor is configured to perform several encryptions in parallel. 

3 1 . The transcodable encrypted content generator of Claim 24 wherein said encryptor 
further comprises: 

a differentiator which accesses differentiating metadata that corresponds to said 
independently processable components and associates the differentiating metadata with the 
independently processable components. 

32. The transcodable encrypted content generator of Claim 24 wherein said 
transcodable encrypted content has information associated with it to direct transcoding. 
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33. The transcodable encrypted content generator of Claim 24 wherein said 
transcodable encrypted content comprises respective components that have respective 
encryption keys, wherein said respective encryption keys are related to a root encryption key. 

34. The transcodable encrypted content generator of Claim 24 wherein said 
encryption scheme is an encryption scheme selected from the group consisting of a block 
cipher used in output feedback (OFB) mode, RC4, SEAL, and WAKE. 
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IX. Evidence Appendix 
None. No evidence is herein appended. 
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X. Related Proceedings Appendix 
None. No related proceedings are herein appended. 
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